
A suspicious activity report (SAR) is a confidential report that certain financial institutions must file with the
Financial Crimes Enforcement Network (FinCEN) when activity meets applicable reporting requirements. A SAR log
is generally an institution’s internal record for tracking suspected suspicious activity, related reviews and filing
decisions. It can help show what was noticed, when it was escalated and how the organisation responded.

For a whistleblower, that record may help establish a timeline. But a SAR log is not automatically proof that a law
was broken, that a report was required, or that a particular employee acted improperly. The key questions are
more specific: what conduct occurred, what did the relevant people know at the time, what rules applied, and what
did they do next?

This article explains how SAR logs relate to possible Bank Secrecy Act (BSA) violations, how to document concerns
responsibly, and why timing and confidentiality matter. It is general information, not legal advice. BSA obligations
and whistleblower protections depend on the facts, the institution and the applicable law.

What a SAR log is—and what it is not
There is no single public SAR-log template that every institution must use. In practice, a bank or money services
business may keep an internal register or case-management record showing that activity was referred for review,
assigned to an investigator, escalated, closed or considered for SAR filing. The information recorded varies by
organisation and system.

A log may include dates, case identifiers, referral sources, review status, decision dates and a short description of
the issue. It may connect to transaction-monitoring alerts, customer files, investigation notes and SAR filing
records. Together, those records can create an audit trail: a way to understand what happened and when.

A SAR log is not the same as a SAR itself. A SAR contains sensitive information and is subject to strict
confidentiality rules. Financial institutions and their personnel generally must not disclose whether a SAR was filed,
or disclose its contents, except as permitted by law. A whistleblower should not assume that copying or sending a
SAR, or telling a customer that one exists, is lawful. Get advice before handling or disclosing restricted material.

Nor does a log entry settle the merits. “Reviewed—no filing” may reflect a reasonable decision based on what was
known then. Conversely, a blank entry does not by itself show that no review took place: the record could be held



in another system, or an employee may have failed to document it. Context matters.

What counts as a BSA violation versus a mistake?
The BSA framework includes requirements for financial institutions such as maintaining anti-money-laundering
(AML) programmes, keeping certain records and reporting specified activity. Whether a particular fact pattern
amounts to a violation depends on the applicable requirement, the institution’s role, the evidence and the
circumstances. An unusual transaction is not automatically criminal, and not every suspicious activity must result in
a SAR.

A practical distinction is between human error and possible willful misconduct. A missed escalation caused by a
new employee misunderstanding a procedure, followed by prompt correction and appropriate review, is not the
same as knowingly suppressing repeated alerts to avoid scrutiny. Human error can still reveal a control weakness
that needs fixing; it should not be labelled deliberate misconduct without supporting evidence.

Potential warning signs deserving careful review could include dated instructions to disregard a known red flag,
repeated overrides without a documented rationale, altered records, or a manager directing staff not to escalate
activity because a customer is commercially important. Even then, a whistleblower should describe what they
observed rather than jump to a legal conclusion. “On 12 March, my supervisor asked me to close case 1842
without reviewing the linked transfers” is more useful than “management committed fraud”.

The FFIEC BSA/AML Examination Manual is a useful reference for understanding how examiners assess BSA/AML
programmes and controls. It is examination guidance, not a substitute for the statute, regulations or legal advice,
and it does not decide whether a particular employee has violated the law.

Why SAR logs matter in a whistleblower matter
A well-maintained log can help answer questions that otherwise turn into conflicting recollections: when was an
alert generated, when was it assigned, who reviewed it, what decision was recorded, and was the issue reopened?
A reliable audit trail may show that the institution acted promptly—or that concerns were repeatedly left
unresolved.

Logs can also identify gaps. For example, a monitoring alert may show a review date, while the case file contains
no analysis of the transaction pattern. That gap may be a documentation failure, a process failure, or simply a
record stored elsewhere. It is a lead for further inquiry, not proof by itself.

Record or evidence What it may help establish What it does not prove on its own SAR-log entry or case status
That a matter was tracked, escalated or closed on a date That a SAR was legally required or that misconduct
occurred Transaction records or monitoring alerts The activity detected and the sequence of transactions The
customer’s intent or an employee’s knowledge Dated emails, instructions or meeting notes What someone
communicated and when That the communication was unlawful without further context Policy versions and
training records Which procedures applied and what training was given That a particular person knowingly
breached a requirement

Evidence and documentation that holds up
Good documentation is specific, contemporaneous and careful about the difference between fact and inference. A
useful note records the date, the source of the information, the people involved, the transaction or case identifier
where appropriate, what you personally observed, and what action followed. If you later correct a note, preserve
the original and identify the correction and date rather than silently rewriting history.



Do not access systems or files you are not authorised to use, alter records, forward confidential material to a
personal account, or remove customer information simply to build a case. Preserve information only through
lawful channels and follow applicable workplace policies. If evidence is held in a restricted system, note its location
and identifier rather than taking a copy. A lawyer can advise on lawful preservation and disclosure routes.

What to write down

Date and time: when the transaction, alert, conversation or decision occurred, and when you recorded it.

Specific identifiers: case number, alert ID, transaction date or relevant system name, where you are
authorised to record them.

Direct observations: what you saw or heard, using exact words where remembered; label paraphrases as
paraphrases.

People and roles: who was involved, who received the escalation and who made the filing decision, if known.

Source and limits: whether the information came from your own work, a document you were authorised to
see, or someone else.

Follow-up: what you reported, to whom, by what channel, and any response or lack of response.

Uncertainty: what you do not know. Do not present assumptions about intent as established fact.

For example, a dated note might say: “On 8 April, I escalated alert 7319 concerning three transfers reviewed in the
case system. On 10 April, the case status changed to closed. I did not see an analysis note explaining the closure. I
asked the team lead for the rationale on 11 April.” That is more credible and useful than an undated allegation
that “alerts are always ignored”.

Filing decisions: document the reasoning, not just the outcome
For compliance teams, a defensible filing decision should be supported by a record of the review and its rationale,
consistent with the institution’s procedures and legal obligations. The result may be to file, not to file, or to
continue investigating. A decision not to file is not inherently improper. A repeated pattern of unexplained
closures, especially after credible escalations, may warrant closer examination.

For whistleblowers, the most useful questions are often operational: Was the activity reviewed under the applicable
process? Were relevant facts considered? Was the decision made by the appropriate person? Was the rationale
recorded? Did later information prompt a reassessment? Focus on verifiable events and preserve the distinction
between what the SAR log says and what you infer from it.

Timing pressure and limitation periods
Timing matters for two separate reasons. First, a https://www.lawyer-monthly.com/2026/10/top-10-bsa-
whistleblower-tips-for-2027/ financial institution may have regulatory duties and internal deadlines for
investigating and reporting suspicious activity. Second, a whistleblower’s ability to seek a remedy can be subject to
strict filing deadlines, which may differ by claim and jurisdiction. Waiting for an internal investigation to finish, or
for a regulator to contact you, may not pause a legal deadline.

https://www.lawyer-monthly.com/2026/10/top-10-bsa-whistleblower-tips-for-2027/
https://www.lawyer-monthly.com/2026/10/top-10-bsa-whistleblower-tips-for-2027/


US BSA-related whistleblower provisions can involve protections and potential awards under the AML Act
framework, but eligibility, procedures and deadlines depend on the claim and the facts. A retaliation complaint may
have a different route and time limit from a confidential tip or award submission. Do not assume that contacting
an internal hotline, a regulator or the press preserves every possible claim. Obtain advice promptly from a lawyer
familiar with AML/BSA whistleblower matters, especially if you have faced discipline, threats or termination.

The National Law Review’s discussion of filing an AML/BSA whistleblower lawsuit can provide a starting point for
understanding the issues. Treat it as general commentary, not a deadline calculator or advice for your
circumstances.

Anonymous versus identified submissions
Some reporting channels permit anonymous submissions, while others require identifying information for follow-
up or eligibility purposes. The exact rules depend on the recipient and the type of report. An anonymous
submission may reduce immediate exposure, but it can make it harder to clarify dates, obtain additional evidence
or assess credibility. It also does not guarantee that colleagues will be unable to infer who raised the concern.

An identified submission can make follow-up easier and may be important for some legal processes, but it can
increase concerns about confidentiality and retaliation. Before choosing a route, consider who will receive the
information, whether anonymity is genuinely available, what protections apply, and whether the submission could
reveal confidential SAR information. Ask a lawyer about the right channel and safeguards before sending sensitive
records.

Retaliation risk deserves practical planning. Keep a dated record of changes to duties, access, performance reviews
or treatment after raising a concern. Use secure, lawful means to communicate with counsel, and avoid discussing
restricted customer or SAR information with people who are not authorised to receive it. If a threat or adverse
action occurs, record the date, decision-maker, stated reason and relevant communications.

Practical next steps
1. Write a factual timeline with dates, case identifiers and the source of each point.

2. Separate what you personally observed from what you heard or inferred.



3. Do not remove, alter or disclose confidential SAR material or customer data without legal guidance.

4. Review the appropriate reporting options and retaliation protections before making a submission.

5. Seek prompt legal advice about deadlines, anonymity and preservation of evidence.

A SAR log matters because it can connect activity, review and decision-making into an audit trail. For
whistleblowers, however, the log is only one part of the picture. Careful documentation, lawful handling of
evidence, realistic assessment of human error versus willful misconduct, and timely advice are what make concerns
clearer and safer to raise.

Further resources
FFIEC website, including BSA/AML examination resources and the FFIEC BSA/AML Examination Manual.

National Law Review search: AML/BSA whistleblower lawsuit.


