
VLANs are a useful way to separate traffic, reduce broadcast domains and support a security design. They are also
easy to get wrong. A small change to a trunk port, an incorrect access-port assignment or a forgotten dependency
can leave users unable to work—or, worse, put traffic in a place it should never reach.

Good network segmentation is not just a matter of creating VLAN IDs in a switch. It depends on the physical
network, capable switching, deliberate policy and reliable operational processes. If any of those foundations are
weak, segmentation can fail in ways that are hard to see during normal operation and painful to diagnose at 2am.

This guide covers practical ways to avoid common VLAN configuration mistakes that break access, weaken
security or create blind spots. It also explains why physical infrastructure belongs in the cybersecurity conversation,
and how disciplined change control can make segmentation safer to operate.

Start with the purpose, not the VLAN number
Before configuring switches, be clear about what the segmentation is intended to achieve. “Put these devices in a
different VLAN” is a technical instruction, not a security objective. A useful design describes which systems need to
communicate, which should be isolated, and what should happen when a device or connection fails.

For example, an office might separate user workstations, voice devices, printers, wireless clients and network
management. An operational technology (OT) environment may need to distinguish control systems, engineering
workstations and supervisory services. These groups have different availability, access and monitoring
requirements. Treating them as interchangeable because they share a building is a common design error.

Write down the intended flows before configuring the network. Include the source, destination, service and
business reason. Then decide where those flows will be enforced: on a Layer 3 switch, a firewall, or another suitable
control point. A VLAN creates a separate Layer 2 broadcast domain; it does not, by itself, prevent all
communication between networks. Routing and policy determine what can cross the boundary.

Remember that physical infrastructure is part of cybersecurity
Physical infrastructure is not separate from cybersecurity. Segmentation relies on a chain of components: cabling,
patch panels, switch ports, switch configuration, routing and security policy. A mistake anywhere in that chain can
undermine the design.



An unlabelled patch panel, undocumented cable move or unmanaged switch added under a desk can produce
confusing and sometimes dangerous results. A device may end up connected to a different network than
expected. A temporary connection may bypass monitoring. A loop or damaged link may cause intermittent
disruption that hides the underlying issue. These are not merely facilities problems; they affect availability, access
control and the quality of security telemetry.

Physical-layer faults can create both outages and security blind spots. If a link is flapping, traffic may be lost before
it reaches an endpoint detection platform. If a span or mirror configuration is wrong, monitoring systems may not
see the traffic they are expected to inspect. If a device is patched into the wrong port, its traffic may inherit the
wrong VLAN and policy.

Keep patching records current, label both ends of important links and maintain an accurate switch-port inventory.
Use managed switches in production so that port configuration, status and events can be checked. In industrial
environments, select equipment suitable for the location and operating conditions: vendors such as MOXA have
industrial networking products, while Garland offers network infrastructure and monitoring solutions. The right
product depends on the use case; no vendor choice replaces a sound design and controlled configuration.

Design VLANs and switching for the real traffic
Segmentation depends on capable switching and correct design. Confirm that each switch supports the features
the design requires, including the necessary VLAN scale, routing or uplink capacity, management controls and
visibility. Older or low-cost equipment may have limitations that are not obvious until a new feature or traffic load
is introduced.

Keep VLANs purposeful and manageable. Avoid creating a separate VLAN for every small group without
considering the operational cost, but do not collapse unrelated systems into one broad network just to make
administration easier. A flat network can make initial setup feel simple; it makes later containment, troubleshooting
and access control much harder.

Map the end-to-end path for each important connection. A workstation may traverse an access switch, a
distribution layer, a firewall and a server segment. Every trunk along the route needs the required VLAN,
https://www.cyberdaily.au/strategy/14271-why-physical-network-infrastructure-is-the-overlooked-foundation-of-
your-cybersecurity-strategy and every routing point needs the correct interface and policy. A design diagram that
stops at the nearest switch is not enough.

Design area Common mistake Safer practice Access ports Leaving ports on a default or unexpected VLAN Assign
ports explicitly, document intended use and disable unused ports where appropriate Trunks Allowing every VLAN
across every trunk Permit only the VLANs required on that link and verify both ends match Routing Assuming
VLAN separation automatically blocks inter-VLAN access Define and test routing policy, using firewalls or suitable
Layer 3 controls Management Managing switches from general user networks Use a restricted management
network and approved administrative paths Physical layer Relying on memory to identify cables and ports Label,
document and verify connections at both ends

Watch the configuration details that commonly break access

Access-port assignment

A port configured for the wrong VLAN can make a device appear broken even when its cable and endpoint are
healthy. Confirm the intended port role and VLAN, especially after desk moves, hardware replacement or switch
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changes. Check whether phones, access points or other devices need a particular voice or tagged VLAN
arrangement; do not assume a familiar port template fits every situation.

Trunk allowed lists and native VLANs

Trunks carry traffic for multiple VLANs between network devices. If a required VLAN is missing from the allowed
list, devices may lose access even though the VLAN exists elsewhere. If unnecessary VLANs are permitted, the
network has a wider Layer 2 footprint than intended. Make allowed lists explicit, compare both ends of each link
and avoid relying on broad defaults.

Native VLAN mismatches can also cause unexpected behaviour and security concerns. Document the intended
settings and apply them consistently. Do not treat a successful link light as proof that the trunk is configured
correctly.

DHCP, DNS and supporting services

When a device joins a new VLAN, it may require a new DHCP scope, gateway, DNS access, time service,
authentication path or application dependency. If those services are missing or unreachable, users may report that
“the VLAN is down” when the real failure is a supporting service or policy rule.

Check address pools, relay configuration, gateway addressing and firewall rules before moving users or devices.
Include both the expected service path and failure behaviour in testing. For example, verify that clients receive the
right address and can resolve the services they are authorised to use.

Policy that is too broad—or too restrictive

Inter-VLAN controls should follow the documented communication requirements. A rule that allows any traffic
between two networks may erase the security benefit of segmentation. A rule that is too restrictive can interrupt
authentication, updates, monitoring or business applications.

Use firewalls where they provide the visibility and policy enforcement the design needs. Keep rules understandable,
tied to a business purpose and reviewed over time. Confirm that endpoint detection platforms can still collect the
telemetry they require after segmentation changes. Security controls need to work together: do not isolate an
endpoint so completely that monitoring or incident response loses access to it without a deliberate reason.



Use change control that includes the physical path
Change control is not bureaucracy for its own sake. It is how a team makes a network change repeatable,
reviewable and recoverable. Every segmentation change should describe the intended outcome, affected devices,
dependencies, implementation steps, validation checks and rollback plan.

1. Record the current state. Capture relevant switch, trunk, gateway and firewall settings before making
changes. Confirm the physical port and cable path rather than relying on an old diagram.

2. Review dependencies. Identify DHCP, DNS, authentication, monitoring, voice, printing, OT and application
flows that may be affected.

3. Make the smallest useful change. Avoid bundling unrelated work into one maintenance window. A smaller
change is easier to test and reverse.

4. Validate from the user and service perspective. Check link state, VLAN membership, address assignment,
gateway reachability, permitted application flows and monitoring visibility.

5. Keep a rollback ready. Know which configuration or physical connection will restore the previous state, who
can authorise it and how long the team can safely troubleshoot before reverting.

6. Update the records. Amend diagrams, port schedules, configuration backups and labels immediately after
the change.

Test in a representative staging environment where possible, especially for high-impact or OT changes. If staging is
not available, use a limited pilot group and an agreed maintenance window. Cisco and other major vendors
provide switching platforms with a range of management and security capabilities, but the operational discipline
around configuration matters just as much as the platform.

Test the design, not just the port
A green port indicator confirms a physical link; it does not confirm that segmentation is correct. Test both what
should work and what should not work. Verify permitted application access, blocked paths, management
reachability and security monitoring. Check the route and policy at each relevant boundary, and test from more
than one device or location where appropriate.

Include negative tests. Can a user workstation reach a management interface it should not? Can an OT device
access an internet destination that should be blocked? Can an unauthorised device obtain network access simply
by being plugged into an unused socket? The answers will depend on the design, but they should be deliberate.

Also test failure scenarios: a switch restart, a lost uplink, an unavailable DHCP relay or a failed firewall path. Ask the
practical question: what happens at 2am when this fails? Make sure someone can identify the affected link,
understand the intended configuration and follow a safe recovery procedure without guessing which of the
mystery cables is live.

Align with security guidance and operational reality
ACSC guidance is useful for building a stronger security posture, but any guidance that depends on network
controls assumes the underlying network is understood and maintained. Segmentation cannot compensate for
undocumented patching, unsupported equipment, default credentials or switch configurations nobody is willing to
change. Start with a reliable foundation, then apply the security controls and verify that they behave as intended.

That means maintaining inventories, controlling administrative access, removing default credentials, backing up
configurations, reviewing logs and keeping network diagrams accurate. It also means making sure security and



infrastructure teams share the same view of the environment. A firewall rule, a switch-port assignment and a
cabling change can all affect the same access path.

Build segmentation you can support
Good VLAN configuration is not measured by the number of VLANs created. It is measured by whether the
intended systems can communicate, unauthorised paths are restricted, monitoring remains effective and the
design can be supported during an incident.

Define security and access objectives before choosing VLANs.

Map physical connections as well as logical paths.

Use capable, managed switching and configure trunks deliberately.

Plan routing, firewall policy and supporting services together.

Use change control with validation and a realistic rollback plan.

Test allowed and denied traffic, plus monitoring and failure scenarios.

Keep labels, diagrams and configuration records current.

Segmentation should reduce risk without making everyday access fragile. When the physical layer is treated as
part of cybersecurity, the design is documented, and changes are tested end to end, VLANs become a dependable
control rather than another source of mystery outages.


