A work file can end up in a personal cloud account without anyone deliberately uploading it. A phone may back up
its camera roll automatically. A document app may save to the last-used location. A share sheet may offer a

personal drive beside the approved work system—and one quick tap can send a file to the wrong place.

That is a personal cloud risk: work information may be copied to storage your employer has not approved or
cannot manage. For patient and organisational data, do not rely on remembering to “be careful.” Start with your
employer’s device policy, use approved storage tools, and check the settings that move or display information

automatically.

This guide is for clinicians and other staff using phones, tablets or computers for work. Your organisation’s rules
take priority, particularly for patient information. If you think information has already reached a personal account,
follow your local incident-reporting process promptly; do not quietly delete evidence or try to investigate beyond

your role.

Start with your employer’s BYOD and device policy

Before changing settings or moving files, find out what your employer permits. BYOD (bring your own device)
policies vary. One organisation may allow access to work email through a managed app; another may prohibit

clinical information on personally owned devices altogether.
Check the policy, staff intranet or IT service desk for clear answers to these questions:

* May you use a personal phone or computer for work at all?

* Which operating systems, apps and security controls are required?

* Which storage and document-sharing systems are approved?

* Are downloads, screenshots, printing or offline access permitted?

* Can the organisation remove work data remotely, and what happens if you leave?

® Who should you contact if a file is saved to a personal account by mistake?

If the policy is unclear, ask your manager, information governance team or IT service desk before using the device
for work documents. Do obgynkey.com not assume that a system is approved because it is familiar, free, installed

by default or used by colleagues.

The ICO’s UK GDPR guidance on working securely and working from home is a useful reference for staff and
organisations. It emphasises appropriate security when personal data is handled outside the workplace. Use the
ICO guidance alongside your employer’s local rules—not as a substitute for them. Your organisation determines

the approved setup for its information and services.

Use approved storage tools for work documents

For patient and organisational data, save, edit and share documents only through systems your employer has
approved for that purpose. These might include a managed document platform, an electronic patient record, a
secure remote desktop or an organisation-managed device. The exact tool matters less than whether it has been

authorised and configured by your employer.

A folder called "Work” inside a personal cloud account is still personal storage. Changing the folder name, making
it hard to find or setting a strong password does not turn it into an approved system. Nor does sending the file to

yourself from a work account to a personal email address.


https://obgynkey.com/keeping-work-and-personal-phone-use-separate-practical-habits-for-healthcare-professionals/

Situation Safer approach You need to edit a work document away from the office Use the employer-approved app
or remote access method. Check whether offline access is allowed. You need to share a document with a colleague
Share it through the approved work system and check the recipient and access settings before sending. You are
offered a choice of personal and work accounts Select the employer-managed account and verify the destination
before saving or sharing. You cannot access the approved system Contact your manager or IT service desk for an

approved alternative. Do not use personal email or cloud storage as a workaround.

Keep work documents in the approved location from the start. Downloading a file to a personal device and
planning to move it later creates extra copies, and those copies may be picked up by backup or sync services

before you notice.

Check auto sync settings before opening work files

Auto sync settings are a common source of accidental copying. A personal cloud service may automatically
upload photos, files, desktop folders or documents. Some apps remember the last account or storage location

used. Others offer to back up folders during setup.

Before opening or downloading a work document on a personal device, check whether personal sync or backup is

"mon

enabled. The labels differ between services and operating systems, so look for settings such as “backup,” “sync,”

"non "non

“camera upload,” "desktop and documents,” “offline files” or “save location.” If you are unsure what a setting does,

ask IT rather than switching options at random.

Review these settings on each device

* Cloud drive apps: Check which account is signed in and whether any device folders are being backed up.
* Document apps: Check the default save location and which account appears when you create or edit a file.

* Photo backup: Confirm that images, screenshots and scans are not automatically uploaded to a personal

account. Follow local rules before taking any work-related image.

* File manager and desktop backup: Check whether Downloads, Desktop, Documents or similar folders are

included in a personal sync service.

¢ Email attachments: Avoid opening work attachments in personal apps if doing so could save a copy to

personal storage.

When you have access to a managed work device, use it for work documents where possible. If your employer
permits a personal device, follow its setup instructions exactly; a managed work profile or container may keep work

apps and data separate, but only if your organisation supports and configures it.

Separate entertainment from clinical work on the device

Keeping work and personal activity apart reduces the chances of choosing the wrong account, app or share

destination. It also makes it easier to spot when a document is in the wrong place.

Use the work profile, managed apps or separate browser profile provided by your employer. Keep personal
entertainment apps signed in to personal accounts, and work apps signed in only to your employer account. Do

not add a personal cloud account to a work app just because the app offers the option.

When you need to send or save a file, pause at the account and destination screen. Check the account name,
storage location and recipient before confirming. Share menus can put similar-looking apps next to each other; a

wrong tap is an easy mistake, especially when you are interrupted or working quickly.
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1. Open the document from the approved work system.

2. Choose the work-approved save or share option.

3. Read the destination account and recipient shown on screen.
4. Confirm only when the destination is correct.

5. If the options are confusing, cancel and ask for help instead of guessing.

Do not use personal messaging, consumer file-transfer services or personal email to move work documents unless
your employer has explicitly approved that specific method. Convenience does not make a transfer suitable for

patient or organisational information.

Protect information shown on the lock screen

Keeping files out of personal cloud storage is only part of device privacy. Message and email previews can reveal
names, appointment details or other sensitive information to anyone who can see a locked screen. Notifications

may also appear on a watch, car display or other connected device.

Set previews to show no content, or only show content after the device is unlocked. The exact controls vary by
device and app. Check both the operating system’s notification settings and the settings inside work email,

messaging and clinical apps. If your organisation manages these controls, do not try to bypass them.

| MESSAGES

My Bank
We've detected unusual activity in your account!

If this activity was initiated by you, no action is
required. If it was not initiated by you, please call us...

Then test the result on the actual lock screen. Lock the device and send yourself a harmless test notification, or ask
a colleague to send one. Confirm what appears before unlocking. Also check any paired smartwatch or other

display. A setting that looks private in a menu may behave differently in practice.

What if a work file reaches personal storage?

If you discover that a work document has synced to a personal cloud account, treat it as a possible information
incident. Do not forward it elsewhere, share it with someone to ask what to do, or wait until your next shift if the

policy says to report promptly.

1. Stop using the affected personal account or app for work information.



2. Contact your manager, information governance team or incident-reporting route as soon as possible,

following local policy.

3. Explain what may have been copied, when it happened, which device and account were involved, and whether

anyone else could access it.

4. Follow the organisation’s instructions on containment and deletion. Do not assume that deleting a visible file

removes synced copies, backups or shared links.

5. Record the steps you took and any advice received, as required by local procedure.

Prompt reporting gives the organisation a chance to assess the situation and decide what action is needed. Staff
should not make their own decision that an incident is harmless simply because the file was uploaded briefly or the

account is password-protected.

A quick check before your next shift
Use this short checklist when setting up a device or reviewing your work routine:

® | have checked my employer’'s BYOD and device policy.

* | know which approved storage tools to use for patient and organisational data.

| have checked personal cloud accounts and auto sync settings.

| keep work and entertainment accounts separate, using employer-managed options where provided.

| check the account and destination before saving or sharing.
® Lock-screen previews are restricted, and | have tested the setting on the actual lock screen.
® | know how to report a suspected misdirected file or other information incident.
The safest routine is straightforward: follow the employer's device policy, keep work documents in approved

storage tools, and check the settings that move information without asking. If you cannot confirm that a device,

app or destination is approved, pause and ask your organisation before using it for work data.




